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Setup Overview

A Resource Forest deployment of Exchange is a setup whereby users logon to a domain and forest that is different than the forest
holding the Exchange servers, databases, and mailboxes. This setup is common for Hosting Providers, Managed Service Providers,
and large, distributed enterprises as it allows for centralization of the email resources while allowing for separate security
boundaries between one or more remote forests.

A common migration plan to such an environment is to use Linked Mailbox as this feature provides easy Single-Sign-On capabilities.
A Linked Mailbox allows the context of authentication to occur in the user’s domain. Exchange is able to accept this access control
since the Linked Mailbox will have an additional property called the Linked Master Account (LDAP = msExchMasterAccountSID).
Through this feature and mechanism, when a user logs on and authenticates to the source domain, they are able to open their
mailbox in the Resource Forest because the SID of the logged on user exists on the Linked Mailbox.

Exchange Folders

An Exchange Folder, and more specifically a Public Folder, can have its access limited by a set of permissions. These permission live
on the folder itself, inside the Exchange database. These permissions are managed as a list of accounts where each listed account
has a numeric value that equates to the level of rights that user or group has for action on the folder.

Often setting or modifying permissions is done using Outlook (see Figurel at right), or e [2]]
one of the version specific Exchange admin tools, consoles, or PowerShell. Generally, Genera | o e | adniioratn | Foms Pernisors |
. . . . . . Name Permission Level
adding a user to have rights to a folder is done by picking an object from the Exchange :
Anonymous None
Address Book or from some object that exists in the Resource Forest’s Active Directory bt o Publishing Editor
(AD).
Add... | Remove | Properties. .. |
Behind the scenes is also a property on Exchange Folders that is a Windows based _::::Ld = =
Security Descriptor. The structure is similar to those found on file system folders, Active Read ~Write
= None I™ create items
Directory objects, SQL database and tables, and many other securable objects that  Full Detals I Create subfolders
leverage AD and the Windows security framework. :: :::r"
[ Delete items. Other
When a user is added to a folders Access Control List (ACL), Exchange, at the time the (‘: None I':F"::E'W"Ef
Own Folder contact
changes are saved, will analyze the entries and if any of those entries are Linked (ol I Folder visble
Mailboxes, Exchange will write the Security Identifier (SID) of the Linked Master
Account. When that user logs on to the source domain, a “security token” is created

Figure 1 — Typical Permissions editor dialog
for an Exchange Folder



containing they user’s SID (in this case from the source domain), as well as a list of SIDs of all the group for which that user is a
member.

When that same user attempts to access an Exchange folder, if his or her SID, or any of their group SIDs are listed on the folder’s
ACL, then rights are assigned. Since the user is authenticating to the source domain (the remote domain from Exchange’s point of
view) AND because that same SID was saved on the target folder’s ACL, that user will be able to access the folder with whatever
level of rights were assigned.

Using Groups to Control Access to Folders

One of the challenges in a Resource Forest deployment is when Groups are used to control access to Exchange Folders. As of 2014
and Exchange 2013, there is no construct like a “Remote Linked Group”. There is no support for setting a remote SID on a group like
there is for a mailbox. Setting the “msExchMasterAccountSID” on a group object is ignored by Exchange (the following link also
shows no support for it: TECHNET; Figure 2).

Itis possible to set the Associated External Account and the msExchMasterAccountSid to any well-known SID or
external account. However, these values should only be assigned to either Self or to an external account. Designating
other well-known SIDs as Associated External Accounts is not supported by Microsoft. Additionally, designating a
security group as Associated External Account is not supported.

Complicating this issue is the fact that ONLY Universal Security
Groups are supported for use to control access to an Exchange  Figyre 2 — Groups do not support msExchMasterAccountsiD
Folder. This fact has been true since Exchange 2000, but only

strongly enforced since Exchange 2007. Exchange 2010 and 2013 will “upgrade” any group that is not Universal, if possible (a group

with cross-forest members cannot be changed to Universal).

A Universal group can only contain members from within the same forest in which it exists. This means that if a user is logging in to
a source domain and needs access to a Public Folder in the Resource Forest, there is no way to add the source user to the Universal
Group in the Resource Forest. In addition, adding the user’s Linked Mailbox to the Resource Forest’s group (such can occur without
issue or complaint by Exchange) has ZERO effect.

We believe this is due to the Security Descriptor on the Exchange Folder. When the Resource Forest Group is given permission to
the folder, Exchange will save the SID of that group (the one in the Resource Forest) on the folder, NOT the SID of any object from
the source domain. When the user logs on and receives the security token (list of SIDs), it will not have the SID of the Resource
Forest group because the logged on user (SOURCE\user) is not a member of the Resource Forest’s group. The Linked Mailbox might
be a member of the group, but as it is a disable user account and the user did not authenticate with that account, the existence of
the Linked Mailbox in the group has no effect.

When the comparison of the user’s SIDs (from logon) are compared to the list of SIDs on the Resource Forest Folder’s Security
Descriptor, there is no match and thus no permissions granted. One way for this to work is if, somehow, the SID of the Resource
Forest Group can be attached to the source user’s security token created at logon. A user receives the SID of groups only by being a
member of a group. As such there are 2 possibilities:

e The source user becomes a member of the target group
o This path is only possible if the target group type will allow cross-forest members, namely a Domain Local group.
o A Mail-Enabled Domain Local group is currently unsupported by Microsoft.
e The source user becomes a member of a source group that also includes the SID of the target group
o The SID of the target group could be migrated to the a source group and set in the source group’s SID History value
o The source user then could become a member of this source group
o When the user logs on, the security token would include the SID of the source group and any SIDs in that group’s
SID History value, provided that SID filtering is disabled.


http://technet.microsoft.com/en-us/library/bb124164%28v=exchg.65%29.aspx

I —————

The above 2 cases would then cause a match between SIDs when the user’s security token is compared to the folder’s security

descriptor. The user would receive the level of rights assigned.

The following graphics shows a more visual representation of the issue:

Source User’s Security Resource Forest Public
Token Folder Security Descriptor

SID of a user: 43545

D Asiuez: 253 (this is some other user with permissions)

D SID of group “Marketing”: 99878

I:‘ SID of group “Marketing”: 65456
(This group exists in Resource Forest)

(This group exists in user’s domain)

I:‘ SID of group “Sales”: 78987

Figure 3 — None of the source user’s SIDs appear in the list of SIDs of the target folder.
Note that there are no matching (numeric) values between the 2 sides.

Resource Forest Public
Folder Security Descriptor

Source User’s Security
Token

|| siDof user: 12345 SAD ofwiser; 43515

(this is some other user with permissions)

SID of group “Marketing”: 99878
(This group exists in Resource Forest)
This group is now a Domain Local group
and the source user has been added as a

I:] SID of group “Marketing”: 65456
(This group exists in user’s domain)

|| SID of group “Sales”: 78987 / P
D SID of target group “Marketing”: 99878

Figure 4 — Source user has a matching SID by group membership. However, Microsoft Exchange enforces the use Universal groups, and Domain

Local groups may not be supportable.
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Source User’s Security Resource Forest Public
Token Folder Security Descriptor

SID of a user: 43545

D SID of user: 12345 (this is some other user with permissions)
SID of group “Marketing”: 65456 SID of group “Marketing”: 99878
(This group exists in user’s domain) (This group exists in Resource Forest)
SID History of this group contains: 99878 _ This group’s SID has been migrated to the source group

D SID of group “Sales”: 78987

Figure 5 — Source user receives target group’s SID by way of SID History.
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Reproduction of the issue

The following screenshots show the reproduction of the issue and low-level detail.

Create Source User account.

This account will be used to logon to the test
workstation and show Outlook’s behavior. Note that in
this screenshot the user is created in the EX2003
domain. This user, at this point is not a member of any
groups and does not yet have a mailbox.

PermissionsTestUserl Properties ﬂ E

Environmentl Sessionsl Remate controll Teminal Services Profilel COk+
General I Address I Account | Frofile I Telephones I Organization
Published Certficates  Member 0f | Diskin | Object | Secury

Iember of:

Bemove

Create Linked Mailbox

The screenshot to the right
shows the new Exchange 2013
Linked Mailbox. The highlighted
areas show that the mailbox is
linked to the user account

mailboxes

_
e X T S <]

@ Active Directory Users and Computers
-1 Saved Queries

E@ Test Accounts

----- {5 PF Permissions Test

Publizhed Certificates I Member OF I Dial-irn I Obiject I Security
Erwirarment I Sessions | Remate contral I Teminal Services Profilel COM+

General I Address  Account | Frafile I Telephones I Organization

User logon name:

IPermissinnsTestUserﬂ I@Exch2003.psdemo|ab.com j
Uszer logon name [prewindows 2000]:
|ExCH20034 |PemissionsT estUserl

Logon Hours... LogOnTo... |

™| Account is locked|out

Account options:

™ User must change password at nest logon
[~ User cannct change password
¥ Pazsword never expires

[ Store password using reversible encryption j
—Account expires
{* Mever
C Erdot: [ Fiiday | December 26, 2014 |
QK I Cancel | Lpply |

4 MAILBOX TYPE EMAIL ADDRESS

ser Administrator@exch

PF Test User Mailbox

E Use Di 10.PSDemolab.com
created above: , N Uik iailo
EXCH2003\PermissionsTestUser1

nt EXCH2003\PermissionsTestUser

Mo
Disable Exchan
r

shia AWA énr




I —————

Create a Public Folder
The following screenshots show the creation of an
Exchange 2013 Public Folder.

public tolders public tolder mailboxes

FA Tt

\ 3
SUBFOLDER NA.. & | HAS SUBFOLDERS MAIL ENABLED MAILBOX

ermissions Test ... No No PF-MBX-01

public folders  public folder mailboxes

Pl < T
* Te @ Public Folder - Windows Intemet Explorer ~ ~ = [HE
[ |ci hitps://autod exch2013p p/PublicFolders/NewPublicFolder.asp: @
SUBFOLDER NAME A | HAS SUBFOLDERS Hdp

No public folders exist in this organization, Before you creaty
mailbox. To create a public folder, click ‘Add" +. After you cre
any

new public folder

*Name:

| P—
[ Test Folded x

@ Internet | Protected Mode: Off  #®100% ~

Permissions Test Folder

Path: \Permissions Test Folder
Total items: 0

Modified: 11/26/2014 1:47 PM
Size (MB): 0

Mail settings - Disabled
Enable

Folder permissions
Manage

Resource Forest Group

This screenshot on the right shows the creation of a new
security group in Exchange 2013. This group will be
assigned permissions to the Public Folder created above.
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manpoxes groups resources Ccontacts

DISPLAY NAME ~ | GROUP TYPE EMAIL AL

There are no items to show|

M PO - b Mtps//autodiscover.exch2013. P &

snarea rmgrauon
2 Security Group - Windows Internet Explorer = "J

Help
new security group

Mail-enabled security groups can be used to o
distribute messages and to assign access
permissions to Active Directory resources. Learn
more
*Display name:
|PF-Group ]
A J The alias is used to
[PrGrou] %] { generate the email address
of the group.
Description:
‘ v
0 sefected of 0 tof . save ] cancel
| @ Intemet | Protected Mode: Off  #100%  +
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The screenshot below shows the addition of the Linked Mailbox to the group.

mailboxes groups resources contacts
e

t~rsmre -

DISPLAY NAME 4 PF-Group
general
ownership

» membership
membership approval
delivery management
message approval
email options
MailTip
group delegation

shared

migration

Security Group - Windows Internet Explorer

Members:
+ -

Administrator

PF Test User Mailbox

Assigning Group to Public Folder
Here, it is shown that the group created
above is being given permission to the

Public Folder.

- oEH

5 hitps://autodiscover.exch2013 psdemolab.com/ecp/UsersGroups/EditSecurityDistributionGroup.aspiipwmcid=S&ReturnObjec @

Help

Select Reapient - Webpage Dialog [*]

pademclst.com « . ePe @

public folders - Micoso®t Exchange - Windows |

pidemotabc. O + @ C | 3§ publ folders - Microsch £

R e

t 4 hps prdemoleb con m
er
public folders : Publucrung Fator
=4
@ ;
+7ar0Q - v s &) Folde:
we & oe
na e NVE 6 2
SUBFOLDER NAME .

@ intemet | Protected Modes Off % 100%  ~

Manage




=] Public Folder Permissions - Windows Internet Explorer = B The graphic on the left shows the results of adding the
|a https://autediscover.exch2013.psdemolab.com/ecp/PublicFolders/PublicFolderP ermissions.aspx?pwmcid=4 ﬂ‘ permiSSiOn. The group ”PF-GrOUp” haS PUblIShIng Edltor rlghtS
Help to the folder. Furthermore, the SID of this group is shown.
Permissions Test Folder - .
Note the last 4 digits of the SID: 1320. It will be
- S seen later.
Add or remave users who can access this public folder and edit their permissions. |
MNAME PERMISSION LEVEL SiD
PF-Group Publishing Editor 5-1-5-21-2555727499-3718344939-428705075-1320
W
| save || cancel |
@ Internet | Protected Mode: Off %, 100%  ~
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Source Logon and Outlook
The following screenshots show the setup of Outlook to the Exchange 2013 mailbox while being logged in as the EXCH2003 account.

The graphic on the right shows Explorer is running as our logged in account
and shows the SID of the logged in user as well as the groups for which that

user is a member.

= explorer.exe:3164 Properties

=

The graphic below is the results of setting up the Outlook profile using

AutoDiscover.

& Add Nlew E-mail Account

Congratulations!

Configuring

Configuring e-mail server settings. This might take several minutes:

Establish network connection
Search for pftestusermailbox @exch 20 13.psdemolab. com server settings
Log on to server

Your e-mail account is successfully configured to use Microsoft Exchange.

[~ Manually configure server settings

Image
Threads I

GPUGraph |
Strings

| Performance | Performance Graph I

TCP /TP Security Environment I

User: EXCH2003\PermissionsTestUser 1

SID: 5-1-5-21-3092911315-2350144390-3704677115-1198

Session: 3 Logon Session:  7159f96a

Virtuglized: Mo Protected: Mo
Group = | Mags |
BUILTIN'Remote Desktop Users Mandatory
BUILTINUsers Mandatory
Evenyone Mandatory
EXCH2003"Domain Users Mandatory
LOCAL Mandatory
Logon SID (5-1-5-5-0-115142715) Mandatory
Mandatory Label'\Medium Mandatory Level Integrity
NT AUTHORITY  Autherticated Users Mandatory
NT AUTHORITYNTERACTIVE Mandatary
NT AUTHORITY\REMOTE INTERACTIVE LOGON Mandatory
NT AUTHORITY\This Organization Mandatory

Group SID:  5-1-5-21-3092911315-2350144390-3704677115-513

Frivilege | Fags
SeChangeMotifyPrivilege Default Enabled
SelncreaseWorkingSet Privilege  Disabled

Permissions |

= Back Cancel | oK Cancel |
4
The graphic below shows the result of opening Outlook with the newly create profile.
. [~ RS || ouTL00K.EXE:3972 Properties [_ O[]
The process properties h - =
¢ Eile Edit View Go Tools Adions Help ¥ ep - Threads | TcPfiP | Seawrity | Envionment |  Stings |
(far right) show that it is {@sack @ 4 7 | {3 @ outiook:\Public Folders\All Pubic Folders - ihew - X : Image Performance | Performance Graph | GPU Graph
. . g g P— Jr—— - [~ Image File
running as the logged in Folder List « |[C3 All Public F... Search All Public Folders P~lx )
& &8 Al Folders # |[[Click nere to enable Instant search ] IS :;:::z S:::r::::Ok

user. ,Q]A\Ioutlook Items ¥ || Arranged By: Date Mewest on top | Version: 12.0.6691,5000

[ outbex 1 There are no items to show in this view, Build Time: Wed Jan 9 02: 10:20 2014

. . A [E) Rss Feeds Path:

The highlight in Outlook Lj::::i:’u":s [CoProgram Fies (xB2)Micrasoft Office Office LZIOUTLOOKE. Explore

ﬁ Tasks Command line:
ShOWS that no su bf0|ders [ search Folders |'C:\Prcgram Files (x88)Wicrosoft Office\Office 1210UTLOOK.EXE™

under the Public Folders
are visible. Remember
that a folder was created,
the Linked Mailbox was
added to a group, and
that group was given
rights to the folder.

=l £ Public Folders
L Favorites
L) All Public Folders

Falder Sizes
Data File Management...

Current directory:
| C:\Program Files (x86)Microsoft Office\Office 12
Autostart Location:

[n/a

Explare
Verify

Parent:  explorer.exe(3164)

[~ mait User: EXCH2003'PermissionsTestUser 1
Bring to Front
Started:  3:49:35PM 11/26/2014  Image: 32-bit ng—l
4| Calendar
Kill Process

Comment: ||

8=} contacts VirusTotal: Submit

z Tasks Data Execution Prevention (DEP) Status: DEP
Address Space Load Randomization: Enabled

M UF R
0 Items £3 Online with Microsoft Exchange ™

The reason the currently
logged in user is unable to see the group is because none of the SIDs for the logon token are listed on the Public Folder’s security

descriptor.
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Result #1 — Domain Local Group

. . PF-Group Properties ?
The graphic on the right shows the change of the Exchange 2013 group from a !
. . | General | Memb: Member Of | Managed
universal to a Domain Local group. ' [T e e
% PF-Group
Group name (pre-Windows 2000):
Description: | |
E-mail: | PFGroup @exch2013 psdemolab.com |
Group scope Group type
(®) Domain local (®) Securty
Global () Distribution
() Universal
MNotes:
oK || Cancel | gl
m
Followed by a re-launch of Outlook it can now be seen that the Public Folder is visible.
[ Permissions Test Folder in Public Folders - Microsoft Outlook BB 4 | © oUTLOOK EXE:4352 Properties 9 =] B
! File Edit View Go Tools Adions Help Type a question for help |+ Threads | TcPP | Secuity | Environment | Strings |
i@Back @) 4 4 | &) €@ | outiook:\\Public Folders\All Public Folders\Permis + _ %) New - | X = J=EE | Performance | Performance Graph | GPU Graph
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RSS Feeds I C:\Program Files (x86)WMicrosoft Office\0ffice 12\OUTLOOK.E  Explore |
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[ synclssues I "C:\Program Files (x86) \Microsoft Office\Office 12\OUTLOOK.EXE”
6% ';asksh Fold Current directory:
= ﬁ Publieca;fjld:rs & IC:\Program Files (x88)WMicrosoft Office\Office 124
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=] m All Public Folders I nfa Explare |
m Permissions Test Folder -
,,,,, Parent: explorer.exe(3164) Verify
User: EXCH2003'\PermissionsTestUser 1
EBring to Front
Started:  3:5428PM 11/26/2014 Image: 32-bit —°"|
Comment: I ml
VirusTotal: I Submit |
Data Execution Prevention (DEP) Status: DEP
Address Space Load Randomization: Enabled
N R -
— o« | _concl |
0 tems 2 online with Microsoft Exchange ™ 4

The reason that the user can now see the folder is because the user security token now includes the SID of the Exchange 2013
group. The user receives this SID by being a direct member of the Exchange 2013 group.



Result #2 — SID History

SID History migration

The graphic on the right shows the results from ADMT (Active
Directory Migration Toolkit) where the group created in Exchange
2013 has been migrated to EXCH2003, including SID History. The
highlights shows the success and option for SID History.

The screenshot on the right shows the £ 259 Exch2n0, psdemolab. com

] Builtin

[ Computers

&3] Domain Controllers

{8 EMC

CI ForeignSecurityPrincipals
(] LostandFound

creation of the group in the source as a
result of the ADMT migration. The
highlights show that it is a group in
EXCH2003 and shows our addition of the
logged on user to this source group.

{0 NTDS Quatas

[:I Program Data

[:I System

{&5] TelMex

[&5] Test Accounts

"--{23] PF Permissions Test

Compare the group name “PF-Group” to
the result of the ADMT operation for
confirmation.

[&5] Microsoft Exchange Security Grou
] Microsaft Exchange System Ohjac

[Settings Section]
Task: Group Migration (3)
ADMT Console

User: EXCH2813\administrator

Computer:  Ex2@13.EXCH2013.PSDemolab.com (EX2013)
Domain: EXCH2013.PSDemolLab.com (EXCH2013)
0s: Windows Server 2812 Standard 6.2 (9200)

Source Domain
Name : EXCH2013.PSDemolab.com (EXCH2@13)
DC: Ex2013.EXCH2013.PSDemolab. com (EX2013)|
0s: Windows Server 2812 Standard 6.2 (9200)
ou:
Target Domain
Name:  Exch2883.psdemolab.com (EXCH2083)

DC: ex2003. Exch2003.psdemolab. com (EX2003)
0s: Windows Server 2883 5.2 (3798) Service Pack 2
ou: LDAP: //Exch2083.psdemolab. com/CN=Users,DC=Exch20@3,DC=psdemolab,DC=com

Intra-Forest: No

Migrate Security Identifiers: Yes
Update Rights: No

Fix group membership: No
Conflict Option: Ignore

Migrate members: No

[Object Migration Section]

2014-11-26 16:17:42 Starting Account Replicator.

2014-11-26 16:17:43 CN=PF-Group - Created

2@14-11-26 16:17:43 SID for EXCH2@13\PF-Group added to the SID History of EXCH2@03\PF-Group
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2014-11-26 16:17:44 WRN1:7372 ADMT does not process BUILTIN accounts or change the membershij
2@14-11-26 16:17:44 Operation completed.

s | | S P 1
ﬂ PermissionsTestlserl  User

ﬁF‘F Group Tesk Security Group ...

ﬁPF-Group Security Group ..,
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Mame Active Directory Folder
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Low-Level Details

When the Public Folder is
analyzed using MFCMAPI (a
low-level mapi tool from
Microsoft), it can be seen that
the folder has NO permissions
for Default nor Anonymous. It
can be seen that PF-Group has
a permissions value of 1275.
The highlights show the detail,
and show that the PF-Group
object is from the Exchange
2013 environment by the
PR_ENTRYID value’s detail of
“/o=Exchange 2013".

This Access Control List is the
“MAPI” list. This is the same
list used by Outlook,
PowerShell, and all other
Microsoft and 3 party tools.

Only objects from the Exchange Address Book (the GAL),
can be added to this list. The reason is that the format of
the identifiers used in this list must be a MAPI Address
Book Entry ID. The Exchange Address Book is generated
from an AD Global Catalog, which will only contain objects

in the local forest.

The graphic to the right, showing the highlight for
PR_NT_SECURITY_DESCRIPTOR, shows the underlying
detail of how security is applied to a Public Folder. Note
for very deep detail about this, Larry Osterman from
Microsoft wrote a blog article about it many years ago:
EXCHANGE BLOG. It seems that only part 3 is available,
but does contain very relevant details.

The graphic on the right also shows and confirms that the
PF-Group from Exchange 2013 has been given rights. This
can be confirmed by looking at the highlighted SID,

specifically remembering the value mentioned previously

of “1320”.

Public Folders: Permissions Test Folder
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4 Root Container Property name(s) N Other names Tag
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Actions MDB Property H
Root Container
4 IPM_SUBTREE «
Permissions Test Folder
NON_IPM_SUBTREE

roperties retrieved from item

|usl PrOpEMY EQROr _ox
Tag: 0x0E270102

Type: PT_BINARY

Property Name(s): PR_NT_SECURITY_DESCRIPTOR

DASL: hittp://schemas.microsoft.com/mapi/proptag/0:0E270102

a Binary

- Text

¥ Smart View

[security Descriptor

[Security Descriptor:

Security Info: 0x0

Security Version: 0x0003 = SECURITY_DESCRIPTOR_TRANSFER VERSION

IDescriptor:

|Account: (no domain)\(no name)

|SID: §-1-5-21: 7 1320

[Access Type: 0x00000000 = ACCESS_ALLOWED_ACE TYPE

[Access Flags: 000000002 = CONTAINER INHERIT_ACE

[Access Mask: 0x001208AF = fsdrightListContents | fsdrightCreateltem | fsdrightCreateContainer |
| fsdri |

9 perty | ontrol |
[fsdrightSynchronize
[Account: (no domain)\(no name)

[SID: $-1-5-21-2555727499-3718344939-428705075-1320

[Access Type: 0x00000000 = ACCESS_ALLOWED_ACE_TYPE

[Access Flags: 0x00000009 = OBJECT_INHERIT_ACE | INHERIT_ONLY_ACE

|Access Mask: 0x001FOFBF = fsdrightListContents | fsdrightCreateltem | fsdrightCreateContainer |

perty |

e e R

| |
) | fsdrightDelete | fsdrightWriteOwner |

| 0600

g ontrol |
[Account: (no domain)\(no name)
SID: 5-1-5-21-2555727499-3718344939-428705075-1320
[Access Type: 0x00000001 = ACCESS_DENIED_ACE_TYPE
[Access Flags: 000000002 = CONTAINER INHERIT_ACE
[Access Mask: 0x000D4910 = i i perty | i gl
| fsdrightWritesD | fsdrightDelete | fsdrightWriteOwner
[Account: NT AUTHORITY\ANONYMOUS LOGON
SID: $-1-5-7
[Access Type: 0x00000001 = ACCESS_DENIED_ACE_TYPE
[Access Flags: 000000002 = CONTAINER INHERIT_ACE
[Access Mask: 0x001F49BF = fsdrightListContents | fsdrightCreateltem | fsdrightCreateContainer |

ightReadProperty | fsdrightWriteProp

| fsdrightOwner

y | | fsdrigl |
| fsdrightOwner | fsdrightWriteSD | fsdrightDelete |

ightriteOwner | fsdrigl ontrol | fsdri chroni:
[Account: NT AUTHORITY\ANONYMOUS LOGON
SID: 5-1-5-7
[Access Type: 0x00000001 = ACCESS_DENIED_ACE_TYPE
[Access Flags: 0x00000009 = OBJECT INHERIT_ACE | INHERIT_ONLY_ACE
[Access Mask: 0x001FOFBF = fsdrightListContents | fsdrightCreateltem | fsdrightCreateContainer |

perty |

perty |

| igl | fsdrightDelete | fsdrightWriteOwner |

onize | 0x600

ontrol |

oK Cancel



http://blogs.technet.com/b/exchange/archive/2004/06/23/163895.aspx

This implies that only a user logon token that contains this SID will be granted access.

SID History Results
The screenshot to the right are details of the group from 458 E_j‘::?ﬁﬂ-”[’em"“b-c"m 2, Group Policy Creator Ow... Security Group... Members in this group c..
. . . . > uiitin a i
Exchange 2013, evidenced by the highlight of the domain: » 1 Computers dsGuest User Built-in account for gue...
. . . » & Domain Controllers E)HEE|IhMEI|bDXO(539159&.. User
EXCH2013. Properties of the group, specifically the Attribute » (&1 Dry-Run Users %E?'th'\ﬂa"bﬂxbmbﬁm-‘ EW o Disrbation C
. | Foreigns itvPrincipald| <o K tgt ser ey Distribution Center ...
Editor, show the SID of that group. : = ngfn"d:;f;? MR 2, Migration 82e7716-2011-. User
> [ Managed Service Accour ;}. PF Test User Mailbox User
. . . = &, PF-G S ity Gi
The graphic immediately below shows the SID History value » [ Microsoft Exchange Secy| SR T2-Erotp Sy =
. . . > [£] Program Data PF-Group Properties g
of the migrated group (by ADMT) in the source domain. > [ System
| Users General Members Member Of Managed By
. . . . . » || Microsoft Exchange Syst Object Securty Aftribute Editor
The SID history is stored in a binary format and when viewed » [ NTDS Quotas _
i ; i : - > [7] TPM Devices Attrbutes:
in the editor, is in hexadecimal. Conversion of the s o ~
highlighted value “28 05” from hex to decimal yields the cbjectClass  top: group
objectGUID  d3bdbd71-df23-4638-bE56-cdaedd 156446
value of “1320”, and is the SID of the group in Exchange objectSid  5-1-5-21-2555727495-3718344935-428705075-1320
prowyAddre...  SMTP:PFGroup @exch2013 psdemolab.com
2013. ‘ N replPropert...  AtID Ver Loc.USN Org.DSA C

al report ToOri... TRUE

sAMAccou... PF-Group

sAMAccou... 268435456 = (GROUP_OBJECT)

showlnAdd... CMN=Groups{VLV),CN=All System Address Lists CN=Adc
uSMNChang... 431108

uSNCreated 430964

whenChan...  11/26/2014 4:04:23 PM US Mountain Standard Time
whenCreated 11/26/2014 2:46:25 M US Mountain Standard Time

When SID filtering is disabled and the user logs on, the
security token will have the SID of the group from EXCH2003

<% ADSI Edit
@ File Action Wiew window Help

W
= > &l X . :
@' ADSL Edit. Atribute Editar | Sgcurityl Edit Filter
2§ Domain [ex2003,Exch2003. ;

£ DC=Exchiz003, DC=psd ¥ Show mandatory attibutes
E-0 CN=Euiltin ¥ Show optional attributes Cancel Apply Help
g% gltligomp.utecrs trol ¥ Show only attiibutes that have values
N I=0Lomain Control
- ou=gmc Attibutes
H-_ CN=Fareignsecurity Atribute | Syrtas [ walue -] and the SID of the group from EXCH2013. The existence of the
-] cN=LostandFound saMaccountType Integer 263435456 ) . .
- OU=Microsaft Exch | sDRighisEffective  Integer 15 SID from SID History will allow the user to gain access to the
[#-C7] Ch=Microsaft Exche s[DHistary SID 0x071 0x05 0200 0400 020
-2 CN=NTDS Quotas Multi-valued Octet String Editor E3 Public Folder.
gg Exi:;zf;;m Data Attribute: sIDHistory
E-C OU=TelMex \alues
-0 OU=Test Accounts -
{0 ch=MigPwTest] fgd |
{1 OU=PF Permissi [x]
-0 Ch=Test with M
-] Ch=Test with M Attribute: s|DHistory
- CH=Test with M
- CM=Test with 1 Edit value as: |Hexadecimal j
w00 CM=Testwith M Walue:

00 Ch=tisers 0L 05 00 00 OO 00 00 05 15 00 00 00 8B 4F 55 95 =|
EB Configuration [ExZ003.Exch EE 70 Al DD 33 85 &0 19 a a5 0o oo XX

Lm0 CN=CnnFiﬂuratinn.DC=j_
4 I I *

-]
To uze another application az the editor for this value, twpe the full path to
the application and click Edit.

| Ed... |
Clear | Cancel |




