	Public Folders and Conversion to Shared Mailbox
why Priasoft stopped development on this path


	



	9


	



Public Folders to Shared Mailboxes?
Public Folders have been a part of Microsoft Exchange since Exchange 5.5 (circa 1995).   The concept of a shared-mailbox has been around for nearly the same amount of time, although in the early iterations of Microsoft Exchange, the product did not provide a distinct category for shared mailboxes as does more recent versions.
Public Folders are a blessing and a curse for many organizations.  The blessing is that it is possible for users to shared information in a natural and native way through the use of the Public Folder system.  A user with owner permissions on a folder can control access to that folder and its child folders if desired, which is great for departments and teams.
The curse of Public Folders, which many come to understand on their own, is that they can grow like a vine and can become a management nightmare as well as a setting up a data hoarding scenario whereby huge datastores end up being created for a large percentage of data that truly has no value.  The one thing that is often found with Public Folders is where users, teams, departments, etc. end up using them as an archive system or a semblance of a shared file store – which are, in our opinion, improper use cases for Public Folders.
With the advent of the cloud and Office 365 and recent versions of Microsoft Exchange, there is new talk circling about shifting from Public Folder to Shared Mailboxes.  Conceptually, it sounds quite simple.  Take data from some folders in the Public Folder system, and copy that data to a shared mailbox.   Then, give users access to that shared mailbox…and presto!  No more Public Folders!
However, the difference between theory and reality in this case is important to understand and consider.  Read on for Priasoft’s experience in working to support this from a software developer’s point of view and why we backed away from such support.
Public Folder Features
Public Folder have some inherent features that make them popular for use.  In order to contrast the differences between them and Shared Mailboxes, we’ll outline some of the obvious, and non-obvious features and aspects of Public Folders.
It’s Exchange!
First and foremost, Public Folders are natively a part of Microsoft Exchange.  As such, Outlook users have a natural and intuitive experience in working with them.  They simply show up as folders in the Outlook view and can be interacted with in the same way as any other folder.  This feature of Public Folders means that a user does not have to leave Outlook in order to access shared data and can easily drag/drop items to/from Public Folders.  Users can even copy or move data between other folders in their Outlook experience, such as to/from PST files, their own mailbox, or even shared mailboxes.
Another inherent point of value is that data stored in Public Folders immediately gets the value of the Exchange implementation, for example, data backups, data security, and high availability.  Users do not have to worry about data loss or backups of the data they store and work with in Public Folders, as long as the administrators on the back end have implemented such aspects, which most do.
Further, remote access to this data simply follows the user with their normal Outlook access.  A traveling user that is allowed to connect to their mailbox while away from the office, automatically has the same level of access to Public Folders.  Also, in current versions of Microsoft Exchange, including Exchange Online from Office 365 (which currently runs a version of  Microsoft Exchange 2016), Outlook Web Access [OWA] provides access to Public Folders through a web-browser.
Calendars and Contacts
Pubic Folders inherently support calendars and contacts.  Concepts such as a corporate events calendar, department calendar, etc. are great uses of Public Folders, especially for cases where all users in the organization should have at least read access to such data.
Calendars in Public Folders render as calendar views in Outlook just as they would for a calendar folder in a mailbox.  The user experience is the same, and that has tremendous value if for no other reason that no time or money (of any substantial amount) has to be used to train users on this function.
Contact folders are also great uses of Public Folders.  A departmental contact folder is not an uncommon use of such a folder, especially for cases where the contacts in the folder are project or case specific.  Exchange administrators would not really want a bunch of new Contact objects in the Exchange Address Book (GAL) for such cases.  However, storing customer contact info or client specific contact information in such a folder can be very useful.
Templates
Another good use of Public Folders is for the storage and access to company templates.  For example, an organization may produce a set of Excel or Word templates for use by users for things like “leave/vacation requests”, “purchase orders”, etc.  This can even be done at a department level.
As long as this concept is managed and doesn’t convert to a “file repository”, the concept works well and often better than a shared file system – consider that the same template files that exist in a company “share” on a file system will typically be inaccessible to a user that is travelling away from the corporate network, but could get the info from Public Folders with ease.
Mail-Enabled Folders
Public Folders can be “mail enabled”, meaning that they can be setup to receive mail directly by an SMTP address.  With this setup, the Microsoft Exchange mail transport handler will route incoming mail directly to the folder.  This can be very convenient for low use addresses, and ones where a reply from that address are not expected, like a “do not reply” type address.
Mail-enabled folders can also be hidden from the general Exchange Address Book, so that they don’t clutter up the GAL for regular users.
Folder Assistants
Public Folders also support a simplified “rules” system whereby messages posted or received by a folder can be forwarded, deleted
Archives and Project Data
While Priasoft doesn’t think this is a good use of Public Folders, it is a scenario we see quite often.  This is also a scenario that we see most often that yields Public Folder sizes that are very large.  Nonetheless, there are valid cases for such a structure.
The more ‘unfriendly’ use of Public Folders is for archival – not really the right place for such, but it occurs.  We have seen cases where entire mailboxes of terminated users were shifted to public folders so that the data was retained after the user account and mailbox were deleted.  Again, not the best use of the system, but not extremely rare either.
Data access after termination
This feature is a bit more subtle, but can solve some issues.  Consider a user that has left the organization, but someone who’s influence on the organization was fairly high.  Access to his/her email conversations are often something that someone else will need in order to take over that person’s responsibilities.  If the behavior of such a user was to use a Public Folder for non-personal conversation, things like customer or partner communications, the access to such info becomes quite easy to provide to someone else.  However, this only works when the organization behavior supports it.  Valuable nonetheless.
They Exist in All Versions of Exchange, even Office 365!
Lastly, Microsoft found out after Exchange 2007 that Public Folders were here to stay.  There are just too many organizations that have invested in Public Folders for Microsoft to simply drop them.  Microsoft has for years, however, tried to push companies to reduce the use of Public Folders and to put data in other solutions like SharePoint, Teams, OneDrive, etc.
There does not appear to be any talk or attempt to drop Public Folders at any future time.  So, they are here now and will likely be here for many years to come.

Shared Mailboxes
Shared Mailboxes also have some inherent features and benefits and are quite common in organizations.  Shared Mailboxes, should not be thought of as binary choice between them and Public Folders.  It is quite common for organizations to have both. 
They are Mailboxes!
A Shared Mailbox is just that – a mailbox.  As such, it receives all the aspects of a mailbox that one would expect.  It has folders, one or more email addresses, and so on.  As a mailbox, it supports rules, out-of-office, delegation, and all the features a mailbox provides.
They are meant to be shared
As a “shared” mailbox, they are meant to be shared with others.  Permissions to either the entire mailbox or individual folders in the mailbox are possible.  As a mailbox, if another user is given “Full Access” permission to the mailbox, Outlook (in most cases) will “auto map” the shared mailbox into the user’s Outlook profile and experience.
Shared Mailboxes are not Public Mailboxes
Unlike a Public Folder, a shared mailbox is not “public” in the sense that it is easily browsed for or searched.  This can be good or bad depending upon the situation.  Shared mailboxes can be hidden from the Global Address List in order to obfuscate them from the rest of the organization.  In addition and unlike a public folder, just because one user has “Full Access” privileges to the mailbox does not mean they can give other users that same right.  Only an Exchange Administrator can give users full access to a mailbox.
Database policies and limits
Just like a regular mailbox, a shared mailbox can inherit policies and limits imposed at higher levels.  These same limits can also be overridden on a per-mailbox basis.  In Office 365, where there are no database for the public to manage, the limits are imposed by Microsoft – but can be changed with certain ranges.
Licensing (Office 365)
A shared mailbox in Office 365, in its default state, does not consume a license and does not incur a cost.  However, if certain other features are desired or required, those features may require the shared mailbox to also have a license.  Some common features that require a shared mailbox to have a license are:
· Unlimited Archive
· eDiscover features
· Litigation Hold features
· Direct Logon or direct OWA access
User state (on-premises)
In an on-premises deployment, a “shared mailbox” is supported by a user account in the same way as a regular mailbox.  However, the user account is required to be a disabled account, which prevents the account from being used as a logon account for other access.  Microsoft Exchange enforces this behavior and the underlying user account of the “shared mailbox” is enabled, the shared mailbox stops working.
However, this doesn’t mean that a normal user mailbox cannot be “shared”.  The “Full Access” permission can be applied to a shared mailbox and user mailbox equally.  The difference only being that user mailbox shared in this way can also be logged on to directly.

Challenges and Differences
When the Priasoft team was first looking at this scenario, it was thought to be a valuable idea.  Considering the no-cost option with Office 365’s implementation and the similarities between the sharing models, it was imagined that this would be a simple and straightforward path…we found out otherwise after we started.
There ended up being several technical discussions with the team on how to present options and which options to offer.  Ultimately it was the sheer permutation of possibilities that sunk this project for us.  Some very smart people understood that he support burden could become very high, and when that happens it usually means a customer is unhappy – which is not our goal.
The following will outline the various challenges that were faced and the way the discussions formed.  We encourage all who are evaluating the path of Public Folders to Shared Mailboxes to consider these elements before diving in too deeply.

Where does the folder go?
This was one of the first questions that created a debate.  The following were some of the options that were offered with regards to where the “source” Public Folder could or should be placed in the “target” shared mailbox.
· With the same name, as a root folder (same level as Inbox)
· As a child folder of the Inbox.
· Merged into the Inbox, which means the original folder name was lost.
· As a child folder of some other defined folder or custom folder.
Almost as soon as these options were identified, the question arose of “what if the source folder is a calendar folder?”  This added more complexity to the discussion.  In this case, should the source folder be a child of the shared mailbox’s primary Calendar folder?  A subfolder under the calendar?
The same questions for Contact folders and any other non-default public folder also arose.
Bear in mind that this simple question was only discussing a case of a single folder from the public folder tree!
Presenting these options in a software program became difficult to lay out in an intuitive manner.  While we could simply have provided a drop-down or some checkbox option, the explanation of each option needed a fair amount of text.  

What about subtrees?
As was mentioned above, the question was also made about subtrees versus single folders.  Consider a subtree of folders from the Public Folder system, possibly one that has only a dozen or so folders in total.  In addition to the questions above, new options were needed with regards to this.  Should the entire subtree structure be maintained, and was that appropriate for the use and behavior of the contents of the folders?
The concern that was debated was a case that is seen quite commonly in Public Folders:  a normal parent folder with a mix of regular, calendar, and contact folders in the subtree.  The question was on how those should map to the mailbox.  If the structure of the subtree were simply preserved, the previous options above still applied.  However, in a mailbox, calendar folders under the inbox is unexpected.
Furthermore, mailboxes (and public folders) do not allow for two folders with the same name to exist under the same parent folder.  If the source subtree had any repeated folder names at different levels, mapping those folders as root folders or child folders of the inbox could pose a problem.
Mail-enabled Folders?
Next on the topic of discussion was mail-enabled folders.  In Microsoft Exchange’s Public Folder system, it is possible to have a Public Folder have its own email address and the mail system can deliver mail to that address directly into that folder.  This is a very valuable feature of Public Folders.
However, in contrast, a mailbox cannot have specific folders “mail enabled” – the entire mailbox is mail-enabled!  Email addresses are assigned to the mailbox, and on receipt are only delivered to the “Inbox” folder.
Remembering the options presented previously about “where does the folder go?”, the choice made would affect mail-flow.  One might say that a mail-enabled public folder is a good candidate for “merging” into the default Inbox of the shared mailbox.  However, if an end-user is expecting and used to seeing the folder name, it can be confusing at first.  In addition, if a 3rd party application is involved, it may expect the folder by name.
If the source folder is preserve and create as either a root folder or a child folder, the issue now becomes one of how to get data from the Inbox on receipt into the named folder.  Most people at this point should be thinking of mailbox rules.  While this is possible, the creation, management, and editing of mailbox rules is only done by Outlook.  There’s no support command-line or powershell automation for rules.  As such, this can become a tedious and challenging support issue.
To make matters potentially worse, if the source is a subtree of folders, with some or all of those folders being mail-enabled, the complexity increases greatly.  All the email addresses of the mail-enabled folders in the subtree would have to be captured, set on the mailbox for receipt, and then separate rules created for each address to move data to the right folder.
Software tools could accomplish this, and, in fact, the Priasoft team was planning on implementing this very idea.   However, the creation of rules become a new set of complexity, with a new set of options and questions to ask of an administrator.  Attempting to create a user interfaces with so many questions and options started to become a very daunting task.

Mailbox access versus folder access
Another discussion point that came up was in regards to whether only the folder in the new shared mailbox was shared, or whether the entire mailbox was shared.  From a software and automation perspective, and one that could potentially be working with hundreds or thousands of folders, this question became critical.  There would be little value in forklifting data from public folders into a shared mailbox if the original users of the public folders had no access to the shared mailbox.
Public folders – by the nature of being folders – have very granular rights that can be applied.  However, in contrast a mailbox has essentially only one right that can be applied:  Full Access.  There’s also another right related to a mailbox, but is technically a “user” right:  Send-As.  The distinction is important because the Full Access right is applied to the mailbox and is ultimately stored in the Exchange database on the mailbox metadata.  However, the Send-As right – which lets a user send mail out with a reply address of a different mailbox – is stored on the actual Active Directory user account as part of the normal object security.  The point is that the application and adjustment these two different rights is handled by different coding mechanisms.
Individual folders in a mailbox have the same opportunity for permissions as a public folders – which should make sense as they are both “folders”.  
The challenge that was faced in this regard was that the Full Access permission on a mailbox is quite broad and sweeping. It is similar to the Owner permission on a public folder, but greater.  A user with Full Access to another mailbox has, as the name implies, “full” access to the mailbox.  Meaning that all child folder can be deleted moved or modified as well as the contents.  As such, it would not be possible to grant Full Access to a user and then simultaneously limit the same user to only certain folders in the mailbox.
In contrast, permissions on folders in a mailbox could be mapped identically to the permission that were set on the source public folder.  The challenge with this approach was that unless a user had Full Access permission to the mailbox, a user could not see more than one folder at a time from that shared mailbox.  Furthermore, the user would have to know the mailbox name and the folder he or she wanted to access.  There’s nothing that a user could browse.  Lastly, while any folder can be shared in a mailbox, Outlook – in later versions – makes accessing non-default folders (i.e. Inbox, Calendar, Contacts, etc.) difficult or impossible.  This, in turn, complicates the options provide earlier of where to place the source folder in the shared mailbox.

Posts versus Messages
Public Folders in Microsoft Exchange do have something that is unique to them for which mailboxes do not.  By default, creating a new public folder cause that folder to be created as a “post” folder.  A Post folder changes the rendered view and behavior such that the concept of sender and receiver is dropped.  However, using Outlook a user with sufficient privilege can create a child folder that is a “message” folder, where the contents render more like a normal message folder in a mailbox.
An internal debate ensued about whether to silently treat Post folders as normal message folders, or to do some sort of conversion.  Ultimately, this question was never answer as the project ended before an answer was required.  The point to note is that a standard public folder is not exactly the same as a normal folder in a mailbox.  Even such small differences can be enough to sour the user experience and drive up support costs.

User experience
Priasoft has always been concerned about the end-user experience that follows a migration or other action.  When the options started to evolve with regards to migrating public folders to shared mailboxes, the team started to worry about the end-user impact.  The user experience for many cases would be dramatically different and could be quite disruptive.  
We caution those looking at this path to consider the cost of retraining user behaviors with regards to shared data and the likely increase in support requests in relation.

Administrative Burden
Another element that was quickly realized was the increased burden on Exchange administrators once the migrations completed.  The Full Access permission is a right that only an administrator can apply – unless additional software is also provided somehow allow users to manage this permission.  
The use case that was brought to the team was one where the folders that were moved to a shared mailbox were a subtree for a specific department.  When a new team member was added, that user would need access to the shared mailbox, but the team leader or department manager would have no way to provide the necessary right and would have to hand off the request to someone else.
Some may quickly state that the use of a security group could make this easier.  While true, the ease is only seen by the administrator.  Adding users to groups is inherently an Active Directory element.
From there others might suggest that a user with owner rights over a mail-enabled security group could self-manage the members and provide the necessary access – which is absolutely true and a path that was explored.  However, there are some inherent security risks with the use of mail-enable security groups and there are many organizations that suppress this ability.

No customization or limiting
With a shared mailbox, one gets all of what it provides with no customization.  
This topic was also mentioned in Priasoft developer meetings on this project and was from the concern that users might only want to see the folder or subtree just as they saw it in the public folder system.  However, there’s no supported or manageable way to hide any of the default folders in a mailbox.
A shared mailbox will always have the default folders, whether they are wanted or not:  Calendar, Contacts, Drafts, Deleted Items, Inbox, Outbox, Sent Items, Sticky Notes, Journal, etc.  If the source public folder(s) that are being considered for migration to a shared mailbox, it can be confusing to users afterwards to see all the standard mailbox folders in addition to the original public folders.
In addition, the standard folders in an Exchange mailbox can no longer be modified – in Exchange 2007 and earlier it was possible for a software developer to change the name of the Inbox or other folders, but Microsoft removed this ability starting with Exchange 2010.

Conclusions
In the end, and hopefully expressed well enough, Priasoft scrapped the idea of an automated solution to take Public Folders to Shared Mailboxes.  While this path is still a very interesting and active topic in general, the list of differences and inherent limitations of a mailbox caused our team to back off the idea.
Priasoft encourages customers to consider carefully the elements and challenges we faced before making to deep a commitment to this path.  Even if the cost and time of the migration is dismissed, the cost to end users and the loss of productivity and also the likely increase of activity at the help desk can be more than most realize.
Priasoft also understands the situation that organizations can be in with regards to public folders, especially when they become very large, and/or when there is a desire to retire the on-premises Exchange platform in favor of Office 365.  Priasoft has engineered the first and, based on customer feedback, the best Public Folder Synchronization toolset available.  Public folders can be carried forward to any version of Exchange, including Office 365 with this solution.  
Lastly, it may be best to start with analysis of public folders, usage, and behaviors before starting any migration work on them.  if there are any chances to cull data, or shift certain branches of the folders to a different – and more appropriate – medium like a document management solution, file system, or archive we encourage such.
Remember as well that Public Folders are not inherently “bad”, but have been easy to abuse.  There are valid and valuable uses for public folders.  Any time that can be spent to identify the “good” uses of public folders is worthwhile.

[bookmark: _GoBack]The Priasoft team enjoys talking about Exchange and Public Folders.  We encourage any reader to reach out to our team or to find us on the various places on the web and Internet.  Simple questions can be sent to support@priasoft.com and we’ll respond as we are able.
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